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Abstract

Cyber risk assessment of industrial control systems and organizations using them is a
challenging topic in risk analysis. In this Thesis, an approach to cyber risk assessment
of energy utilities is proposed. The risk assessment is provided by a cyber security
vendor for energy utilities. The aim of the approach is to be a rapidly deployable risk
assessment method that does not require extensive modelling of the target organi-
zation. The approach also emphasises context establishment and cyber risk evaluation.

The risk assessment approach developed in this Thesis uses several different methods
to reduce the dimensionality of industrial control systems and cyber threat environ-
ment. A modified annual loss expectancy model is used to calculate the cyber risk.
Functional modelling of the target organization is used to identify critical business
functions and costs of downtime. A questionnaire and interviews with the target
organization help to establish context and the answers are used to modify strength of
different cyber incidents. The controls and questions are based on industry standards
for better coverage and to establish a common language with the target organization.
The dimensionality is further reduced by categorising cyber incidents based on their
threat source and impacts. Available data and expert assessment are used to create
incident tables for the model with strength of attack and occurrence rates, which are
modified based on the controls used by the target organization. The produced risk
score and report communicates the current risk levels to the target organization and
helps the decision makers in the risk treatment processes.

The risk assessment approach solves some of the common problems related to most
cyber risk assessment methods. The proposed approach is provided by a vendor to
a target organization. The discussions are used to communicate the importance of
cyber risk to different decision makers within the target organization’s management
across different business functions. The interviews are used to verify that the cyber
security processes and controls are adopted throughout the organization. The use of
external vendor also enables more objective assessment. The produced risk score can
be compared with peers and recommendations are given as a report, which assists
the risk evaluation step of the risk management process.
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Tiivistelma

Teollisten ymparistojen kyberriskien arviointi on haasteellista. Taméan diplomityon
tarkoituksena on muodostaa riskien arviointimenetelma, jota kyberturvallisuusyritys
voi hyodyntaa energiayhticiden riskien arvioinnissa. Menetelman tavoitteena on, etta
se ei vaadi raskasta kohdeympériston mallinnusta ja se tukee riskienhallintaprosessin
kontekstinmuodostus- ja riskienméaritysvaiheita.

Tassa tyossa esitelty lahestymistapa hyodyntad useita menetelmié kompleksisuuden
vahentamiseksi. Kyberriskin laskemiseen kiytetdan muokattua vuotuisen tappion
odotusarvion mallia. Kohdeorganisaatiota mallinnetaan liiketoimintojen avulla, jot-
ta kriittiset komponentit voidaan tunnistaa ja niiden alasajokustannukset voidaan
madrittda. Haastattelujen ja kyselyn avulla luodaan kontekstia ja kysymysten avulla
selvitetadn varautuminen kyberuhkiin, jota kidytetdan muokkaamaan erilaisten kyber-
tapahtumien voimakkuutta mallissa. Kontrollimekanismit ja kysymykset perustuvat
alan standardeihin, jotta ne ovat kattavat ja termit ovat kaikille osapuolille selkeét.
Kybertapahtumien luokittelulla niiden vaikutusten ja tekijoiden perusteella pyritaan
edelleen vihentdmaéaan uhkaympériston monimuotoisuutta. Apuna kaytetdan alan
asiantuntijoiden arvioita ja saatavilla olevaa dataa, joiden avulla kybertapahtumista
muodostetaan sektorikohtaisia taulukoita. Kohdeorganisaation paatoksentekoa tue-
taan riskipisteytykselld ja kirjallisella raportilla havainnoista ja niihin pohjautuvista
suosituksista.

Tyosséa esitellyn ldhestymistavan avulla voidaan ratkaista joitakin kyberriskien ar-
viointiin liittyvia ongelmia. Sen avulla ulkoinen toimija kykenee objektiivisemmin
arvioimaan riskeja kohdeorganisaation haastattelujen perusteella. Keskustelujen
avulla voidaan myos kommunikoida kyberriskien merkityksesta eri toimijoille. Kes-
kustelujen avulla voidaan varmistaa, ettd kohdeorganisaatio toteuttaa sen kuvaamia
kyberturvallisuustoimia ja -prosesseja kaikissa toiminnoissaan ja yksikoissa. Riskipis-
teytyksen avulla organisaatiota voidaan verrata muihin alan toimijoihin ja raportti
tukee kohdeorganisaation riskienhallintaprosessia.

Avainsanat kyberturvallisuus, kriittinen infrastruktuuri, riskianalyysi, kyberriskien
arviointi
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Abbreviations

CI
CPS
DCS
DHS
FRM
ICS
IEC
IT
ISO
MTU
NERC
NIST
oT
PLC
PRA
RMA
RTU
SCADA
WAN

Critical infrastructure

Cyber-physical system

Distributed control system

United States Department of Homeland Security
Functional reference model

Industrial control system

International Electrotechnical Commission
Information technology

International Organization for Standardization
Master terminal unit

North American Electric Reliability Corporation
National Institute of Standards and Technology
Operational technology

Programmable logic controller

Probabilistic risk assessment

Risk matrix approach

Remote terminal unit

Supervisory control and data acquisition

Wide area network



1 Introduction

Critical infrastructure (CI) is the vital backbone of any modern society, which is more
and more dependent on the information network infrastructure. Within the critical
infrastructure, several sectors, such as communications, manufacturing, financial,
healthcare, energy, and transportation cooperate to provide necessary systems and
assets for rest of the society. Specifically, energy sector is one of the most important
sectors, since other sectors are heavily dependent on energy, especially electricity.
Thus, energy sector is an attractive target for adversaries aiming to harm an energy
organization, critical infrastructure or the society as a whole. [1, 2, 3]

Many operations of the energy sector rely on industrial control systems (ICS).
For long, these automation, control and monitoring systems were separated into
own local networks and used proprietary communications standard. Thus, an attack
against energy sector were physical and affected physical assets of the organization.
More and more of these systems are becoming increasingly interconnected for ease
of monitoring and control. This means that some the networks might be exposed
to public internet more or less directly, if necessary precautions are not taken. The
connection to public networks creates a new attack vector for adversaries. Too often
energy utilities have not implemented necessary security controls due to lack of
investments, availability requirements or limitations of ICS equipment. The controls
should be included in the risk management process of energy utility organizations.
1, 3, 4, 5]

The risk management process also includes the risk assessment. In this Thesis,
the focus will be on the cyber risk assessment. There does not exist a unified risk
model for critical infrastructure, industrial control systems or operational technology
that would cover all possible scenarios. Especially high-impact low-frequency events
are difficult for ICS risk assessments. The dynamic threat environment, outdated

equipment and human elements create a constantly changing threat and vulnerability



landscape. The risk assessment in ICS environment is challenging. Qualitative
methods do not provide objective information about the cyber risk. Quantitative
methods can produce more objective results, but these methods are often probabilistic
and suffer form lack of ICS cyber security data. Thus, there are several problems

related to the cyber risk assessment in ICS relying organizations. [1, 4, 5]

1.1 Motivation

During the Thesis process Finnish electric utility organizations, especially distributors,
were interviewed. The interviews gave some insight on the current state of cyber
security in Finnish electric utilities. Other valuable information, for example cyber
security standards used by Finnish organizations and on the impacts caused by
failures, were collected.

Nine small to medium and two large electric utilities were interviewed in Fall
2018. In total, 17 persons participated in the interview sessions. Participants were
mostly those who were responsible for day to day execution of cyber security, such
as chief information (security) officer, I'T manager or system specialist. In some
organisations the participant was not part of the cyber security organisation. Some
organisations have an external cyber or information security vendor or an external
information security officer. In many organisations, the business unit managers and
system specialist are responsible for cyber security.

The organisations reported varying threat levels of control systems, four answered
low, two medium, four high and one reported the treat level to be critical. Despite the
relatively high perceived threat level, cyber incidents affecting the OT or ICS network
were not reported. However, some organisations reported that internal configuration
errors and similar cases have caused minor problems, but malicious actions from
internal or external sources were not reported. In I'T networks, however, phishing and
malware cases were reported but these incidents were limited to single computer in
IT network with no access to OT or ICS networks. One third of the organisations did
not expect a cyber incident in next 12 months. Rest of the organisations identified
the possibility of a cyber incident but expect them to be minor.

Finnish electric utilities have mostly identified the importance of cyber security
for safe and efficient operation. The interviews revealed that the current state of
preparedness and awareness of cyber threats is varying. Larger organizations tend to
be more aware of cyber threats and have established plans and procedures, while in
smaller organization the level of cyber security is heavily dependent of the awareness

and experience of the personnel. Active monitoring of ICS networks is often lacking



and while organisations have contingency plans against traditional disruptions, they
do not include cases originating from cyber incidents. While the importance of cyber
security is improving, there is still resistance against changes which would improve
cyber security. Many of the smaller companies do not have cyber security plans or
budget for it and responsibility is either placed on chief information officer or chief
operations officer, instead of security personnel. As some organizations have rather
limited willingness to spend on cyber security, it creates challenges for third party
security vendors. From this standpoint, a risk assessment method must be relatively
easily deployable, have valuable outcome and low cost. These challenges will be
addressed in this Thesis.

The reminder of the Thesis is organised as follows. Section 2 reviews the critical
infrastructure, energy industry, cyber threats and vulnerabilities and risk management.
Section 3 describes methods and assumptions behind the presented approach to
cyber risk assessment. In Section 4, the approach is presented and evaluated. Finally,

Section 5 summarises the findings and reflects the results to literature.










































































































































