THE IAEA SAFETY PRINCIPLES APPLIED TO NPP
INSTRUMENTATION AND CONTROL

Bj6rn Wahlstrom
Systems Analysis Laboratory, Aalto University
Otakaari 1F, FI-02150 Espoo, Finland
bjorn.wahlstrom@aalto.fi

Alex Duchac
International Atomic Energy Agency
P.O. Box 100, Wagramer Strasse 5, A-1400 Viennatrisu
A.Duchac@iaea.org

ABSTRACT

The International Atomic Energy Agency (IAEA) hasoguced many important
documents that govern nuclear power plant (NPP)jgde§he documents have in several
countries been applied in national legislation arclear facilities. The documents are
sometimes due to their sheer volume inaccessiblethey have a logical structure that helps
users to orient among the documents. Especiallpadic safety principles are lifted up
together with their subordinate principles, a dute that is easy to understand starts to
emerge. The paper goes through IAEA safety stasdand supporting documents applicable
to instrumentation and control (I&C) in system dgsas well as operation and maintenance
and shows how these documents are interconnected.
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1 INTRODUCTION

The International Atomic Energy Agency (IAEA) hasienportant role in the nuclear area, both
as a promoter of nuclear power for peaceful useaandn agent to guard against the proliferation of
nuclear weapons. The organisation was establishdd57 as a response to a speech at the General
Assembly of the United Nations on 8 December 195®Wight D. Eisenhower, the President of the
United States of America [1]. IAEA soon adoptedoterto support the international exchange of
information on peaceful use of nuclear power amoember countries.

In order to support the development and implemamtadf instrumentation and control (I&C)
systems important to safety, the IAEA establishedngéernational Working Group on Nuclear Power
Plant Control and Instrumentation (IWG-NPPCI) in7@9 Since then, the group has become an
important forum for information exchange betweerCl&xperts all over the world. The group has
arranged several workshops, conferences and catedimesearch programmes from which material
can be downloaded from the IAEA web-pages. Todag tRC topic is organised in the
Instrumentation and Control Technologies grouph&f Nuclear Power Engineering department in
IAEA (http://www.iaea.org/NuclearPower/landC/

This paper highlights important achievements of warking group that have considerable
impact on the development of the IAEA safety stadslaThe paper gives a great appreciation to all
I&C experts from many IAEA Member States that haveated valuable guidance for the 1&C
systems that can be used at all nuclear powergeortidwide.

2 |AEA SAFETY STANDARDS

IAEA has over the years conducted systematic wortréate safety guidance for nuclear power
plants. The present hierarchy of the IAEA safegndards involves documents at three levéis
safety fundamentals (SF), the specific safety requénts (SSR) and the specific safety guides (SSG).
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These documents define safety principles, safepirements, and safety guidance for nuclear power
plants (NPPs). The documents provide a logicalaomprehensive framework that can be applied in
the design, construction, commission and operatiohlPPs and I&C systems. The top document
defines ten fundamental safety principles [2] thia further broken down into general and specific
requirements. The specific safety requirements farther detailed into recommendations in a
collection of safety guides. In addition there amany technical reports that discuss topics of
importance for nuclear safety. The technical repate perhaps not well known among 1&C
designers, but they provide important insightstfa design of structures, systems and components
important to safety.

2.1 General Requirements

The SSR 2/1 [3] defines in the Requirement 59: Brom of instrumentation design
requirements for 1&C systems. These should ensioa¢ ‘tinstrumentation shall be provided for
determining the values of all the main variablezt tan affect the fission process, the integrityhef
reactor core, the reactor coolant systems andah&inment at the nuclear power plant, for obtajnin
essential information on the plant that is necgskarits safe and reliable operation, for deterimgn
the status of the plant in accident conditions fordmaking decisions for the purposes of accident
management”. Furthermore according to Requirementhgy should ensure that "Appropriate and
reliable control systems shall be provided at thelear power plant to maintain and limit the releva
process variables within the specified operationabes" and according to Requirement 61 that "A
protection system shall be provided at the nugbeaver plant that has the capability to detect unsaf
plant conditions and to initiate safety actionsoandtically to actuate the safety systems necedsary
achieving and maintaining safe plant conditionshe TSSR 2/2 [4] underlines the importance of
having an I&C maintenance group to ensure thebiéitipand availability of these systems.

2.2 Requirements on Management and Safety Assessment

Documents on management systems sets requiremeatsate used in the design and
construction as well in commissioning and operatidre top document is being revised, but some of
its specific guidance can be found in the documfitand [6]. These documents give guidance on
work processes and activities such as resource geament, infrastructures, monitoring, self-
assessments, non-conformance and corrective actos This is important especially for 1&C
engineers in management positions.

Another important document in this group is relatecsafety assessments [7]. This document
provides a useful guidance on Level 1 probabilistifety assessment (PSA). From an 1&C viewpoint
a Level 1 PSA provides important insights on imarections and dependences between systems, in
particular how they can influence the probabilifyyommon cause failures.

2.3 Specific Requirements

The specific safety requirements include guidangesite evaluations, nuclear power plants,
research reactors, fuel cycle facilities and transpf radioactive material. The most important for
I&C engineers are the SSR 2/1 for design, the S8Ro2 commissioning and operation.

2.3.1 Design and construction

The document SSR 2/1 has many specific requirentbatsare highly relevant for 1&C design
chapter 3 sets specific requirements on the marewgeoh safety in the design process, and chapter 4
defines technical requirements, which include funeiatal safety functions, radiation protection,
design requirements, application of the defencelapth, proven engineering practices and safety
assessments. Chapter 5 defines the general @sigind which includes categorisation of plant state
design basis for items important to safety, dedignts, postulated initiating events, handling of
internal and external hazards, engineering desitps r design basis accidents and the need to assess
combination of events and failures. It also prosidequirements for safe operation of the lifetirha o
NPP, how human factors should be considered irddsign for optimal operator performance and
how deterministic and probabilistic safety analystesuld be carried out.



3(10)

Chapter 6 provides requirements for design of $ipgaiants system, including a section on I&C
(requirements 59 to 67). The whole chapter is selev because it sets requirements on
instrumentations and controls for fuel, reactorecateactor coolant, containment, steam supply,
feedwater systems, turbine, generator, emergenaiempsupply, radiation protection and supporting
and auxiliary systems. The requirements on the des through provision of instrumentation,
control systems, protection systems, reliabilityd dastability, computer based equipment, control
rooms and the emergency control centre.

The specific safety requirements include many gansafety principles such as a hierarchy
between safety and control systems and the needderators to be able to override automatic
actions. Reliability and testability are importd@atures not only for 1&C systems, but also for thos
systems at NPPs. A set of requirements on commytstems are targeted towards higher level
systems with functions of information storage armdrieval, without consideration of specific
technology applied (e.g. analogue, digital). Theasation between safety and safety related systems
is a requirement to ensure defence in depth. Remeints on the main and supplementary control
rooms can be seen instances of the single faititexion, for the case the main control room beceme
inhabitable. The emergency response facilities separate from the control room and the
supplementary control rooms, which include the méxdd support centre, the operational support
centre and the emergency centre.

2.3.2 Commissioning and operation

The document on commissioning and operation SSRyIZides requirements for operational
limits and conditions, control of plant configuti management of modifications, periodic safety
reviews, equipment qualification, ageing managemestords and reports, fire safety and labour
safety, which all may have implication on 1&C syste For example 1&C would ensure collecting
information on adherence to operational limits aodditions, plant configuration, positions of fire
doors and indications of fires.

Tasks to support NPP commissioning include prejmaraif test and inspections programmes
with detailed procedures. Requirements on operapngcedures include concepts of normal
operation, anticipated operational occurrences aguident conditions which include design basis
accidents and design extension conditions. Momigpdf chemistry conditions and core management
include their own 1&C equipment. Maintenance, tegtisurveillance and inspection will also need a
support of specific I&C equipment. The managemémiubages may similarly place its own needs for
signals to be collected and recorded.

2.4 Safety Guides for I&C systems important to safety

Two safety guides for 1&C systems important to safgere prepared more than 10 years ago,
one is covering the whole 1&C area and the othémswe issues. Both documents relied heavily on
technical documents that had been developed earigtthey are today outdated. IAEA has prepared
a revision [8] which takes into account developradntl&C systems since the publication of these
safety guides in 2002 and 2000. The main chandet r® the continuing development of computer
applications and the evolution of the methods resmgsfor their safe, secure and practical use. In
addition, account is taken of developments in hufaators engineering and the need for computer
security. The new 1&C safety guide addresses theagement systems for 1&C design, the design
bases, give guidance for 1&C architecture, basiovigions for safety classifications specific
recommendations for 1&C systems design, the ovégdll architecture in support of the concept of
defence in depth for the I&C system itself as pbt:m against common cause failure. It has a
specific section on software.

The IAEA also revised an old safety guide on theigte of electrical power systems which will
be published soon [9]. This is logical becauseabdi power supply is an important aspect of 1&C
systems. Power supplies are depending on I&C, lsecthiey have controls and displays in the control
rooms and/or remote locations.
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2.5 Technical Documents in the 1&C field

One of the early technical documents [10] in th€ 18eld was issued before IAEA had adopted
its present policy on safety standards. It had wewthe status of a safety guide and it was creased
a major effort of the IWG-NPPCI. The document pdad a comprehensive overview of important
issues within the I&C area. One may even claim thigt document conveys a functional structure of
I&C systems that still is relevant today.

A rapid technical development in the 1&C systenisidted activities within the IWG-NPPCI to
bring in views on digital 1&C as well as the use swiftware in safety related applications. Two
documents were issued one on modern digital 1&Qesys [11] and the other on software important
to safety [12]. These two documents served as thim technical basis for the old safety guides
mentioned above.

3 GENERAL SAFETY PRINCIPLES

Going through the IAEA documents one can identiffesy principles that are important for 1&C
system design. Our claim is that by explicitly azk$ing safety principles and their relationships to
requirements, it is easier to understand how requents relate to each other [13]. We argue that an
explicit safety principle, which is applied consistly during design, makes it possible to claint tha
certain types of system failures have been avoittethe following we take some top-level safety
principles and illustrate how they should be takare of during 1&C design projects. In that context
we also give references to IAEA documents that siomes explicitly but more often implicitly
address specific safety principles.

3.1 Lifetime Considerations

We have selected the life cycle considerationhaditst important safety principle to address,
because it can be easy to forget impacts of degggisions made in the beginning of projects. For
example, many early NPPs were built without a propensideration of how they would be
maintained. This resulted in additional costs dyitimeir lifetime, which could have been avoided by
making components easier to access. New plantsanéifetime of sixty years or more, which means
that serious thoughts should be invested to opirmmstructions in view of their lifetime costs.

For I&C lifetime considerations this implies thateoshould prepare for two or perhaps three
major modernisations during the plant lifetimemay, for example be wise to plan for a reuse of
safety requirements and application software, whieuires a good level of documentation.
Comparing for example the use of floor space neéatedd.C equipment today, it can be seen that the
same functions use only a small part of what waslusome forty years ago. A long term view
weights expenditures of today against future saving

3.2 Defence in Depth

Defence in depth is in our mind the next most inguatr safety principle. This safety principle
could actually be found already in the constructidnrmedieval castles, they had several lines of
defence, where a break in one still left anothdrua A precondition is that the lines of defence a
independent, which means that there is no singhknobf events that would challenge two or more
lines of defence. This principle is a major stephi& applied engineering practices for safety.

In the I&C field this safety principle is adheradly a clear separation of protective and control
functions. Another consequence of this principl¢hiet a system in a lower safety class should not
have any possibility to influence functions of gyss in a higher safety class. Just to illustrate ho
strictly this principle should be applied, one ncaysider a safety related system, which shouldrtepo
on its own state to a safety system. It cannot exgey feedback on information it has sent, because
that may cause the safety system to hang up imgitgi give a receipt of a successful communication.
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3.3 A Graded Approach to Safety

A graded approach to safety is a very natural ggfenciple. A simple interpretation is that one
should put more emphasis on things that are impbriar safety, than on issues that are less
important. In nuclear power, this safety princigesupported with the safety principle that strues
systems and components (SSC) should be classiftede@gpect to their safety importance. There are
many different national classification schemes. elvnsafety guide has been developed (SSG-30)
which provide recommendations on classificatiomieenn safety, safety related and non-safety SSCs.
The classification system serves as shorthandects®y appropriate safety precautions.

Among the 1&C systems the reactor protection sysierm the IAEA documents viewed as
belonging to the highest safety class. This melaaisthere is a high burden on proof to show that th
reactor protection system will function as intenddten challenged with postulated initiating events
(PIE). National legislation in some countries seiamfitative reliability criteria on the reactor
protection system.

The 1&C systems except the reactor protection sysiee usually seen as safety related, which
means that would not be necessary to argue forrigbefunctionality. A qualitative approach
regarding I&C systems is that electronics and cdergutypically are one order of magnitude more
reliable than mechanical components, which woulplynthat mechanical failures are more important
to consider than I&C failures. 1&C failures shoude taken into consideration, but it may not be
necessary to use very much effort on collectinglavie for I&C safety. This statement should
however be conditioned with the assumptions thadse I&C vendors have subjected their systems
to a thorough scrutiny.

3.4 Design Basis

NPPs are built with some basic assumptions thaémothe design and construction processes.
These assumptions are documented in a safety ansdp®rt (SAR), which provides an envelope for
safe operation. This design basis contains infdomabn main parameters of the NPP, main
restrictions in operation, operating procedures, thiat defines regions of safe operating statéds. |
important that this design basis is documenteaigel detail to be understood by later generatiéons o
owners and operators. If that requirement is ndriecare of, it is possible that modifications made
with the best intention are incompatible with thesign basis and therefore may introduce new safety
threats.

For 1&C systems this threat is concrete, becausadhbhnology itself will due to obsolescence
often force modifications to be done. If they a im line with the design basis for the old 1&C
system there is a possibility that new hidden defficies are built into the systems.

3.5 Management of Failures

An important lesson from accidents and incidentthi there always will be deficiencies and
failures on various levels in the system. Someutatons may fail, data may not reach intended
receivers, units may go down due to failing powapmies, etc. One important safety principle in
handling failures of different kinds is to makeiskranalysis. The first step in a risk analysigads
identify threats and build chains of events. Thsynbe done either forward in time by considering
what for example a tube break may cause or backimatiche by considering events that would be
necessary to cause large fuel damages.

A risk analysis combined with the safety enginegrprinciples ofelimination separation
control and mitigation, can propose ways to stop unwanted chains of svant application of the
single failure criterion is one important safetynpiple, which suggests that no single failure stiou
be allowed to pose a threat for the NPP. The sifajlere criterion can be implemented using the
safety principles ofredundancy diversity, separationand thegrace rule The grace rule has
sometimes been called the 30-minute rule, whicHigsghat control room crew should have at least
30 minutes time to consider their actions in andsst scenario.



6(10)

For the design of 1&C systems these principles iamportant for building barriers toward
failures. A rough risk analysis can reveal a varigh failure modes, which may help implementing
protective measures that minimize the effect ofufes. More specifically it is relatively easy to
provide digital I&C systems with advanced failuremitoring and detection functions.

3.6 Verification and validation

Verification and validation are two tasks that gresent in all design activities. Generally the
tasks imply that requirements on products and pgE® have been established. Verification means
that processes and products are shown to comply reguirements. Validation in turn means that a
process or product is assumed to fulfil some gemggals or objectives and this is shown to be the
case.

Verification and validation are closely related&gsing claims and finding evidence to be used in
a licensing process aimed at a safety case. Thiddwmply that evidence is presented to make it
believable that the claim is true. The evidencedaepend on the type of claim, for example to be
based on the results of test and inspections outjtir a systematic use of some safety principlaén t
design process. Claims that rely only on engingejudgement may however in some cases be
difficult to accept. Independent assessments maguich cases provide a path towards mutual
agreements between the stakeholders involved.

4 SPECIFIC 1&C REQUIREMENTS

General requirements are related to managemergnsgsspecific requirements such as safety
classification, design bases, risk analyses ete.specific topics for I&C systems. Examples ae th
division between application and platform, arcHitee and software development, etc.

4.1 Application and Platform

Digital 1&C systems make a clear division betweeppleations and the platform. The
application can be seen as software providing littksstandard modules that are available on a
platform consisting of hardware and systems soffwdlatforms have been developed by 1&C
vendors to serve in different configurations. Tdligision implies that there is a need to consither t
application and the platform as two separate estiti assessing the safety of the I&C. Confidence i
software has to be built both on considerationghef software product and the software design
process.

The application is always built for a specific gesnent and it is therefore possible to collect
information both from the design process and frédma testing of intermediate products. This is
usually not possible for the platform, becausedisign process typically took place years befoge th
design of the application. 1&C system vendors dse aften reluctant to give out information on thei
software production processes that could be of ingtilding confidence in the platform.

4.2 Architecture

Modern 1&C systems have a large flexibility in @gsng functions to specific modules that are
used for controls, protection, communication antham-machine interactions. This means that 1&C
design should start with a general architecturalcstire, which reflects needs for control and
protection for specific plant systems, where thgurements given by safety classification are taken
into account. This also includes the topology anhomnication links and a hierarchical structure of
systems, subsystems and components. In establiténgeneral architecture it is important also to
make arrangements for physical locations of equigmEower supplies, cabling etc. Establishing the
general architecture one should also consider rfeededundancy, diversity and separation.

4.3 Failure Protection and Diagnostics

In the 1&C design process it is beneficial to ceesbme general philosophy for failure protection
and diagnostics. Components to implement suchifumettan be found both in architecture design, in
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application design and in standard functions afeglén the platform. The principles of fail safedan
fail soft can be applied in the detailed applicatdesign. For diagnostic functions one may separate
between failures that occur as events at some pbinhe and failures that develop slowly over time
until some critical point is reached. With this aedj testing and testability of 1&C systems is an
important element during operation and maintenance.

4.4 Human-Machine Interface

Human-machine interface encompass the main andlesupptary control rooms, technical
support centre, the operational support centre thademergency centres. An important aspect to
consider in the design of the human-machine integas a rigorous human factors engineering. The
human-machine interfaces should be easy to understad use. This can be achieved for example
using mock-ups and simulators in the design proc&smanagement systems for configuration
control of the I&C in the human-machine interfasessential.

4.5 Software Design

Establishing confidence in 1&C software has beee ofithe major concerns since the document
[10] was issued. That was also the reason thatldbement [12] was released five years before the
document [11]. Reliability requirements largelyyradn a guidance that has been developed for
general software design, by taking into accountgpecifics of the nuclear applications. The most
important requirement is to apply a structuredglegrrocess starting with requirements specification
and going through phases of architecture desigtailée design, coding, integration and testing.
IAEA documents suggest a software design modeletioms called the waterfall model, which has
later been challenged within the software commurfy concepts related to object oriented
programming. The differences in opinions resideviews when the coding could be initiated.
Software tools that enable automatic code generatan already be used in the requirement
specification phase. It is always valuable to haweénitial impression of the functionality of resng
code as early as possible.

5 GUIDANCE ON SPECIFIC ISSUES

There are many technical documents that contaimlslein specific issues. The most important
ones have mostly been integrated in the safetyinegents or safety guides, but there are still
documents that deserve attention from I&C pointiefv. Some of these documents are discussed
below.

5.1 Lifetime management and ageing

Existing NPPs have a typical lifetime of some siglys years. Considering the I1&C systems in
this context is important due to two issues such)aechnological obsolescence of 1&C components
and 2) 1&C can help in monitoring the ageing praessof structures, systems and components [14].
Since the 1960ies the ageing of 1&C systems havénlyndeen influenced by technological
obsolescence for major systems and componentsreRefe[15] provides guidance on management
of 1&C components due to physical ageing, sucthasastear and tear in normal operation and in plant
transients.

5.2 Modifications and Modernisations

Modifications of the plant design or major I&C stiuns may cause serious problems if they are
not managed with care. The safety guide [16] giugdance on modifications in general. This safety
guide has a section on modifications made to coempbased systems. When a modification is
initiated it is important to make a thorough asses# of the safety impact of proposed modifications
In many cases it may be necessary to revise thanggi®ns used in safety analysis of the system
subject to modification [17]. For example, in I&Gstems, a design modification may require
redesign of certain parts to ensure proper funatitynof interfaces between modules.
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One type of modification is the modernisationsha tld 1&C systems that have been carried out
at several NPPs. For this specific task there eweral IAEA documents (cf. [18], [19] and [20]) tha
provide various types of guidance. Guidance onaghes [21] and power uprating [22] also has their
own documents.

5.3 Common Cause Failures

The elimination of the possibility of common cadagures is an important task in ensuring the
safety principles of defence in depth and the sitigilure criterion. Common cause failures may be
initiated for example by physical proximity, inteqmkndence through power supplies, cabling and
ventilation, common signals, common pieces of saféaand common maintenance procedures. The
possibility of common cause failures can be minadiby diversity. On the other hand diversity has a
tendency to increase complexity, which means thiatespractical balance has to be found. Common
cause failures are due to their importance addiessenany of the high level requirements. In
addition there is a document [23] that addressesmmn cause failures in digital 1&C systems and
provisions for their management.

5.4 Security

Security is often interpreted in concepts of gagemrds and guns, but it has with the increasing
use of intranets and the Internet become an impoitaue for 1&C and computer systems. When
implementing security measures it is important twarstand the interdependencies between the
safety and security [24]. A first step in ensursggurity is to limit access to sensitive areasctvigian
be both physical and virtual. For computer systérissimportant to ensure confidentiality, integrit
availability and reliability of the 1&C systems awther computer systems [25]. The main message is
that security breaks in non-safety systems also haae serious consequences on availability and
accessibility of important NPP functions.

5.5 Training

The IAEA has been promoting a systematic approadhatning [26] and [27], which at least in
principle could be applied both for design and pkmgineers in the 1&C field. The document [28]
gives an excellent overview of I&C systems that barused both for initial and continued training of
1&C experts.

5.6 Harmonisation

One challenge especially for I&C vendors is to ustéd the structure and content of national
regulation in various countries. From a generahpof view the reasoning is very similar, but there
are also important differences [29]. In a view be tdifferences in safety requirements among
regulators in IAEA Member States, it would be begiaf if a larger harmonisation would be reached
[30]. The IAEA has an important role in this regard

5.7 Review Missions

The IAEA has also an important role in implememiatof services for Member States. Review
mission for I&C systems is one such service thatlea initiated on request. The review guidelines
[31] have recently been established and severédwemissions have already been performed. The
objective is to provide a comprehensive engineeraview directly addressing strategy and the key
elements for implementation of digital I&C systearsd the use of software and/or digital logic in
safety applications.

6 CONCLUSIONS

This paper describes important functions of I&CNRFPPs and documents that set specific
requirements on the 1&C systems. It may still bfiailt to form a comprehensive view of what is
required. An understanding of 1&C functions anduiegments depends upon a larger view on how
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different safety principles are connected and immgleted. Our argument is that explicit
considerations of safety principles can provideathdo link a large number of requirements into
packages that are easier to understand and apply.

The IAEA safety guides and related technical doaimédlustrate the difficulty to develop and
maintain a system of requirements that is both ister® and reasonably complete. In the present
document structure, there are many citations fraghdr level to lower level documents. If there are
changes made somewhere in the structure, they m@agduce a torrent of changes in other
documents. This has taken place in the 1&C arearavthe development has been very rapid.

The IAEA safety standards and related documenta fm excellent pool of knowledge in the
I&C area. The standards and documents have an famdiunction to increase understanding of
differences in approaches, which can lead to new laetter solutions for difficult issues. The
documents represent a valuable pool of knowledgéortiinately however terminology is sometimes
inconsistent and it is not always easy to findvaf documents on the IAEA web-site.
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