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Nuclear Risk Research Center

Risk-Informed Decision Making (1)

« Decision making must be based on the current state
of knowledge of the decision maker (DM)

» The current state of knowledge regarding design,
operation, and regulation is key.

» The current state of knowledge is informed by science,

engineering, and operating experience, including past
Incidents.

 What we know about plant behavior is not easily
available to the DM

» Accident sequences, human performance, risk
significance of systems, structures, and components, etc

© CRIEPI IR SREPL,
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Nuclear Risk Research Center

Risk-Informed Decision Making (2)

 PRAs provide this information to the DM
» PRAs do not predict the future

» PRASs evaluate and assess potential accident scenarios to
inform the decision makers’ current state of knowledge.

PRA = Probabilistic Risk Assessment

© CRIEPI IR SREPL,
Electric Power Industry




PROBABILISTIC RISK ASSESSMENT

& Prof. Enrico Zio POLITECNICO DI MILANO



Probabilistic Risk Assessment

1) What undesired conditions may occur? mp  Accident Scenario, S
2) With what probability do they occur? ~ mp  Probability, p
3) What damage do they cause? » Consequence, X

———
RISK = {S;, p;, X}
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Risk Assessment and Management Procedure

Acceptance criteria Analysis preparation
System definition
Hazard identification

Frequency analysis Consequence analysis

Risk representation

Risk assessment

Risk evaluation I
Further risk reduction
Risk management and control

Risk reduction

CentraleSupélec



Classical Techniques for Risk Assessment

B Hazard identification:
B Accident Scenarios ldentification:
B System Failure Probabilty Assessment:
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(aleatory and epistemic) Uncertainty

Initiator Event 1: Event 2: Emergency and @
| Event (E) Shut-down valvels evacuation procedure
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F/N graph
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RISK MATRIX:

The level of risk is broadly acceptable and

generic control

measures are required aimed at avoiding The level of risk can be tolerable
deterioration. only once a structured review of
risk-reduction measures has been

Consequence Increasing Annual Frequency ca rrl ed O u t
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4 PTD M ot Magor Major National
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5 Multiple Extonsive Extensive | Intemational
fataltics effect damage mpact
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FARMER'’S CURVE:

P
*’ unacceptable

acceptable dpldx=-1

dp/dx=-1.5
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RISK PERCEPTION
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Industry 1-2-3-4

The 4th Industrial Revolution - ,Industry 4.0

pelectronics

Drivers
Quality of life

Engineering Sciences

Mobility

2015
1954 Smart

Electronic Automation
I — Automation
1782 Industrialization
Power generation
Mechanical automation From Industry 1.0 to Industry 4.0
First Second Third
Industrial Industrial Industrial
Revolution Revolution Revolution
based on the introduction based on mass production | based on the use of
of mechanical production achieved by division of electronics and IT to
equipment driven by labor concept and the use further automate
water and steam power of electrical energy production
®

First conveyor
First mechanical loom, 1784 belt, Cmcmnat
slaughterhouse 1870

1800 1900 2000 Tocay Time
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Smart grids, Smart Cities and Eco-Industrial

Parks

Application of Internet of Things concept in Smart Cities to Internet of Things in Smart Grids
tackle urban challenges — pollution, energy efficiency, security,
parking traffic, transportations etc.

City Services:
Safety & Security /
mergency Responce

Source: IOT Phillippines INC.

e

Source: Kalundborg Symbiosis




Cyber-Physical Systems

Cyber-Physical Systems

Planning

Source: TATA Consultancy Services

e

Source: BICC NET




Industry 4.0- (Cyber-Physical/Smart) Systems

Communication
and
services

Server Computer

>

‘\\\

|

Sensors

Real world

Computer

i

Social Machines

Smart Products

Augmented
Operators

Virtual Productions

Global Facilities

R

Robot HMI
Industry 40

Sensor

Monitoring

Instrument ool




There are now TWO railway systems

Physical train systems

Living passengers and freight
Wear and tear

Long term investments
Answers to laws of physics

. Computer systems e

 Bits and bytes . . A

* Interfaces with the real world \5’/’ g

- But behaves differently P e

» Quick fix and rapid change ] /,{”f |

» Answers to programmers’ e o
coding laws and practices ~ e

http://www.lemonde.fr/leconomie/article/2014/07/08/le-trafic-eurostar-toujours-perturbe 4452907 _3234.html
http://www.railtechnologymagazine.com/Rail-News/digital-railway-business-case-available-within-months



Digital transformation in Great Britain

NetworkRail

Digitalisation of the Railway
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http://www.railtechnologymagazine.com/Rail-News/digital-railway-business-case-available-within-months
http://www.webdoc.org.uk/ihelp/page43.html



The Internet of Trains

* From reactive to predictive maintenance

— Increased up-time through significant reduction of un-planned
downtime.

— Extension/flexibility of maintenance intervals because we
understand the risk.

— Reduced labour costs: quicker root-cause analysis, improved
first-time-fix rate, etc.
 Thameslink: Performance-based maintenance contract
requiring nearly-run-time analysis of diagnosis and
process data.

 Metro Riad: availability targets (40 seconds arrival-
departure per train) can only be reached with data-
enabled services.



And it's not just Great Britain

#DIGITALSNCF

BAHN 4.0
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http://www.rudebaguette.com/2015/02/10/sncf-launches-ambitious-transtormative-digitalsnct-agenda/
http://www.dbregio.de/db_regio/view/zukunft/mob4_0/mobilitaet_4 0.shtml



And it's not just Rall

 Management itself is changing
 Based on processing power
 And IT Business solutions

DIGITAL TRANSFORMATION:
& INHIBITORS

ALTIMETER

npalostingoogie e SUTVIVE -digital-darwinism-evolve-or-die




It's here to stay...

Big Data
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~- 70 Complex Systems
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Characteristics of complex systems

[New England Complex Systems Institute, 2005]

——— Characteristics of Complex Systems

A ‘complex' system
__|_ Emergent behavior that cannot

- be simply inferred from the

: e behavior of th g w
Complex Systems | L*;{ ior of the components 1%
[~ &%
: - 4g [ chaos
Involve: B /l\ Emergence 1% Fine Scales Influence
- % N . i E Large Scale Behavior
- : de ok :
B Components Eﬁ T T &
AN\ //N)' et Crgnaen 18
I—b'_ DDO0 9O06 VDB [Control Structures] &
_ Dynamicaly | A A A4 A A A AAA 5
Interacting - .

and giving rise to

A Number of j
— A 'simple’ %
Levels or Scales system
which exhibit
_ Common Trandisciplinary Concepts
Behaviors

Across Types of Systems,
Across Scales, and thus
Across Disciplines i




Characteristics of complex systems

Network of many interacting components

Components of heterogeneous type

Hierarchy of subsystems

Interactions across multiple scales of space and/or time

Dependences (uni-directional) and
Interdependences (bi-directional)




Complexity

« Structural complexity
 Heterogeneity
« Scale and dimensionality
 Dependences and interdependences

* Dynamic complexity
 Emergent behavior

« Adaptive learning
« Evolution and growth mechanisms

« Cascading




Structural complexity

 Heterogeneity of components across different technological domains
due to increased integration among systems.

% Physical hard components (compressors, transmission ines, ...)

“ Soft components (SCADA, information and telecommunication
systems)

“* Human and organizational components

Processing plant




Structural complexity

« Scale and dimensionality of connectivity through a large number of
components highly interconnected by dependences and
interdependences distributed over a large geographic extent.

South
Atlantic
Ocean




Structural complexity

Example of
Infrastructures

interdependencies
[Rinaldi et al. 2001]
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Structural complexity

Parliament, government, judiciary,
administration
Postal traffic Research facilities
Shipping traffic @ . National cultural assets
Air trafic 0\ o Foreign representation & headquarters

Rail traffic /

Broadcast and media‘ ‘\
Information technology * . o

Telecomnumcahons' MEM Chemlcals and
industry Phammaceuticals indusiry

h September 2015 / Pierre-Alain Graf / Systemic Risks in the Swiss Transmission Grid




Dynamic complexity

Emergent behavior refers to actions of a system as a whole that are not
simple combinations of the actions of the individual constituents of the
system. It emerges in response to changes in the environmental and
operational conditions of parts of the system.

Examples:

* Internet: social bookmarking leads to an emergent effect in which
information resources are reorganized according to users priorities.

» Electric power grids: local failures can evolve into unexpected cascade
failure patterns with transnational, cross-industry effects.

« Smart grids: large amount of information exchanged within technologies at
a period of high electricity demand can lead to a vulnerable condition of

the system.
» Road transportation congestion: slow movement of the traffic.




Dynamic complexity

Global system property that emerges: slow movement of the traffic

It arises from the cumulative effects of the actions and interactions of all
individual vehicles. The global effects depend on the general activities of
sufficiently many of them, within the context of that highway.

It is not due to specific actions of individual vehicles - no individual vehicle
plays a critical role.

If S

ome subset of the vehicles acted differently in their local actions (within

alll DOUNdalries [1e Hopal etteCl O SIOW-MoVi( alHC \VWOLHOL DEe uncrnanged
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Failures

Loss of revenues Fatalities and contaminations

Unplanned shut-down, Oil rig explosion in 2010,
D.C. Cook NPP Gulf of Mexico




Failures

.»no wmn” |

Lehman Bmthars’ Glt\hank" el \.m\\’

Crisis, service/business interruption, asset loss...




Failures: Italian Blackout, September 28, 2003

No effects on the
Financial services | financial markets

Network users

(Internet)
IcT disconnected
(Internet) from server or

data transfer
very low

ICT
(Telecommunication)

Critical state but
operable

P r fail in
Power lost and ower 1aliures

heavy demand the south part of

Switzerland
Server power

lost
Power outage
and instabilities
Water and food
No power supply supply
Electricity power for pumps interruptions
blackout
Food suppl Food suppl
Power outage gy :E: ¥ senri:s: y
caused outage of ) )
traffic lights interrupted interrupted
Transport
(Road Transport} Major highway
Pawer outage congestion
at airports outage

Problems of
transfering
people to
hospitals

Transport
(Rail and Metro
Transport) No serious

problems

Transport

Airport closures/
(Air Transport) Flights cancelled

e

Railway service
stop




Relevance of the problem: large consequence

Italian Blackout, September 28, 2003




Relevance of the problem: non-negligible probability

1-CDF(P)

100 T T T TTT7T T T T IITT T T T 17171 T T T TTTT T
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" Failures: Relevance of the problem

Cascading
failures

e

<

Large

consequence

Non-negligible
probability

Critical infrastructure protection and
resilience (CIPR)




Failures: Relevance of the problem

Critical infrastructure protection (CIP) - U.S. & E.U.

usS

Presidential
Policy
Us EPCIP Directive —

us
President’s

Commission Department Council Cls Security
of Critical of Homeland Directive and

Infrastructure Security 2008/114/ Resilience
Protection EC

(PCCIP)

2002 2004 2008 2009 2013

us
Presidentia European
| Decision Program for EC’s Joint EC: Cls
Directives Research Warning

o5 Infr(;:ttrll(jg:ure Centre Information
deliberate Protection (JRC): the Network
ERNCIP
attacks (EPCIP) C (CIWIN)

project

e




Protection and resilience of critical infrastructures:
scientific and technical issues

Vulnerability Resilience

!

Oil & Gas | Communica- Water Electric Transp. Emergency

tions Power Services

(Networked) Cls protection

/ \
Dependency Stru!:tural Dynami.c
complexity

complexity




"~ Protection and resilience of critical infrastructures:
ways to go

(Networked) ClIs protection >
|
Modelling & Data/event-
Simulation driven study
[

. |
Cl vulnerability | | Cl resilience
assessment assessment

Optimal design
Optimal resilience




Complex systems KPlIs

» Key Performance Indicators (KPI): A key
performance indicator (KPI) is a business
metric used to evaluate factors that are

crucial to the success of an organization.

Throughput

Safety

KPI

Reliability

Maintainability

Flexibility

Resilience

57




SAFETY




KPls— Safety and Hazards

Component level

(fadures...)
System level Internal rrw— :’,’iﬂ:"d,“
{0poRp ovcame..) o Technology-related insiders | Intended

Human-related {sotctege...
Isolated systems Unintended
"Open accessible” systems — Cyber roere Intended
. (cyber attack)
Political, legal and institutional Hazards and
Threatsto Cls
Macro-aconomics Market-related
et-reia
Micro-economics Natural hazards
Environmental (earth quakes, storms...)
Strategic (geographic) Unavailability of resources
: (wind, sun, water...)
Tactical
Management
Operational Management and operation activities
Component level

System level ~ Operation activities

61



KPls— Safety and Probabilistic risk assessment

62
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MAINTAINABILITY



KPls— Maintainability and Maintenance

Inherent Maintainability
(Component’s manufacturer)

Extrinsic Maintainability linked to
the component’s installation
(Assembler)

[ Extrinsic Maintainability linked
to logistics support
L (Operator)

-
Operative
Maintainability

.




KPls— Maintainability, Maintenance and Safety

Frequency

A

Often

Sometimes

Rarely

Optimise

Not too serious

Depends on
the decision-
maker

Find a solution

Put the effort where needed w

Maintenance
T sO-Assurancg 23

°0 :
i Maintenance
Precautipn

Defensive
attitude

Seriousness

Serious

Very serious

66



2. Maintenance management process
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The Courage to Come B

Life is not about
how fast you run
or how high (g
you climb but
how well

you bounce.

her sails
- Elizabeth Edwards
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RESILIENCE

The capacity to prepare for disruptions, recover
fram shocks and stresses, and adapt and grow
from a disruptive experience.

SRENGOBETTER
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E Loss of Resilience [e

Quality

Of 100 e —
Infrastructure

(percent)
%0 — \

‘ Resilience Triangle

t, time
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Level of business operations

{3 Business operations
recover beyond the minimal
acceptable level

(production volume, etc.)

Chart1l BCP concept diagram

(T Recovery gap

When disaster
strikes

iZ1 Need to recover business
operations within a more

W acceptable period

Recovery

Acceptable
operation

Acceptable Time level limit

recovery
period limit

Recovery curve without BCP measures
Recovery curve with BCP measures
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Sustainability

-

Window of Viabil It‘!'r Real-life sustainable ecosvstems

Towards stagnation
(Too little efficiency)

Towards brittleness
(Too little diversity)

V'

OptimalfBaIance

Greater Efficiency |streamlining) Greater Resillence

f— —

Efficiency Diversity & Interconnectivity




Systems: desired characteristics

*Systems have to be:
 Efficient (max performance)
* Resilient (adsorptive, adaptive and recovery capacity)

/1N (D

<z= Too much resilience:

Too many alarms, controls and
strategies of recovery that it is
No backup difficult to decide what to do

AR
Too much efficiency: -

No reserve capacity




Perspective: Information Theory

*Efficiency (A) = presence of order (in the sense of diversity processes)

eIt is the capacity of the system of exercising directed power to maintain its
Integrity over time.

«Contributing factors: streamlining, large size and high capacity

*Resilience (®) = absence of order (in the sense of diversity processes)
*It represents the reserve that allows the system to persist
«Contributing factors: flexibility, diversity, small size and dense connectivity

Absence of order ~ Conditional entropy

- Information Theory (IT)

Already applied to the ecology field
[Ulanowicz et al. 2009]
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Flexibili
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Consumer energy
requirements

Oy namic

Fixed ‘

Fixed

‘ Dy namic

Uncertainties
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THROUGHPUT/SAFETY/
RELIABILITY/MAINTENANABILITY/RESILIENCE/FLEXIBILITY



Smart grids, Smart Cities and Eco-Industrial Parks

Application of Internet of Things concept in Smart Cities to Internet of Things in Smart Grids
tackle urban challenges — pollution, energy efficiency, security,
parking traffic, transportations etc.

Source: IOT Phillippines INC.

Source: Kalundborg Symbiosis



Complex systems: the Dual Analysis

Complex systems: structure + dynamics

*Direct Problem

Aggregation
Challenge

KPls

Inverse Problem

$

Disaggregation
Challenge

KPIs

System elements
important for the

Complex systems modeling: topological, flow, phenomenological, logic

Detail Computational cost

(0],4 OK
¥ L




Complex system analysis

/System analysis: \
- hazards and threats identification
- physical and logical structure identification

- dependencies and interdependences
identification and modeling

\- dynamic analysis (cascading failures) /
Quantification of Identification of
system KPIs critical elements

-

pplication for system improvements (optimization):

(A )

- design
- operation

W. Kroger and E. Zio, “Vulnerable _ o _
Systems”, Springer, 2011 - interdiction/protection

wwwwwwwwwwwwwwwwww . y




Complex system modeling

{ Complex system modeling ]

Phenomenological/ Structural/ :
: : Flow Logical
Functional Topological methods methods
methods methods
e.g., Agent Based e.g., Topology- e.g., Flow-based e.g., Risk Analysis
Modeling and based approaches approaches (fault/event trees,
Simulation, System (maximum flow ...), Probabilistic
Dynamic Model, model, ...) Modeling (Markov
Economic-Based Chains, Bayesian

Approaches, ... network, ...)




Complex system modeling

{ Complex system modeling ]

Phenomenological/ Structural/ :
: : Flow Logical
Functional Topological methods methods
methods methods
e.g., Agent Based e.g., Topology- e.g., Flow-based e.g., Risk Analysis
Modeling and based approaches approaches (fault/event trees,
Simulation, System (maximum flow ...), Probabilistic
Dynamic Model, model, ...) Modeling (Markov
Economic-Based Chains, Bayesian

Approaches, ... network, ...)




Structural topological methods: modeling cascading failures

Spreading rules:
e fixed load (5%) transferred after a failure to neighboring nodes
e fixed load, /, (10%) transferred after a failure to interdependent nodes

Sl

Sad o
b

(o)

S

»>

38%

Propagation
follows until no
more working
component can

fail 100% = component relative limit capacity

Initiating event: uniform disturbance (10%)




Modeling the complexity of Critical Infrastructures

25 T T T T T T

20

15

10

Average Cascade Size, S

] ] ] ] ] ]

U

0.5 0.55 0.6 0.65 O.7i 0.75 0.8 0.8 0.9 0.95 1
verage initial load, L

L., =0.7266 Ly =0.8662

E. Zio and G. Sansavini, "Modeling Interdependent Network Systems for Identifying Cascade-Safe Operating
Margins", IEEE Transactions on Reliability, 60(1), pp. 94-101, March 2011




Optimal restoration for system resilience Application to the FPTN

(a) Scheduling

Technical result: similar restoration plans by heuristic
scheduling algorithm & MIP




Complex system modeling

{ Complex system modeling ]

Phenomenological/ Structural/ :
: : Flow Logical
Functional Topological methods methods
methods methods
e.g., Agent Based e.g., Topology- e.g., Flow-based e.g., Risk Analysis
Modeling and based approaches approaches (fault/event trees,
Simulation, System (maximum flow ...), Probabilistic
Dynamic Model, model, ...) Modeling (Markov
Economic-Based Chains, Bayesian

Approaches, ... network, ...)




| Agent-Based Modeling of Complex Systems

|

Top-down
Approach

Complex
Emergent Behavior
of the System

Bottom-Up
Approach

]
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\ Interaction /

Environment




Microgrid Agent-Based Modeling and Optimization under

Uncertainty

Train station

Energy storage

—

Energy consumer

Passengers
flow

Solar
irradiatio

Prices

(Kuznetsova et al, 2014)
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Microgrid Agent-Based Modeling and Optimization under

Uncertainty

Modelling
¢ Agent-based modeling (ABM)

* Representation of microgrid actors (systems) as agents

* Dynamic interactions hetueen 2 et g e
- ABMCplex/src/test/ TrainStationCplex.java -

dit Source Refactor MNavigate Search Project Wolf Run Window Help

* Multi-layeredagen| . ¢ ¢.0-a- cec- s - CIURE RS R R
for fo re Casting’ Opt] ISOCplex.java m *TrainStationCplexjava 2 [3 RenewPlantCplex.java [3 DistrictCplex.java [3 Tutorial java

E,'jJABMCplex b i st b [ test b 9 TrainStationCplex b < setup() : void

RTS.put ("Timel", (double) 0O):
- - int iter = 0;
rain station int steri = O;
for (int week = 0; week < 52; week++) {
. s
r |

for (int day = 0; day < 7; dav ++) {

for (int hour = 0; hour < 24; hour++) {

float £f = (vmpp*impp)/ (voc®i=sc): f/Fill factor
float tc = (float) (ta + sclarmatrix[hour]* (not-20)/7/0.8): //Cell temperature
float iy = solarmatrix[hour]*(isc + ki*(tc - 25)); //Current
float vy = voc - kv¥*tc; fiValtage
if (solarmatrix[hour] > 0} {
o 1 Hoize [iter] = (fleat) ((fleoat) Math.random() * (3.2 + 3.2) -3.2);
Energy Storage else {Noize[iter] = 0;
i
) PpvT[iter] = (flocat) (N*ff*vy*iy }/1000 + Noize[iter]; // maximum wvalue of power output
RTS = RTS. 4 sTSch | pTSstor _ gTS.ALS | DTS if (PpvTliter] < 0) {PpvTliter] = 0;}
t T "'t-1 t t

FPV.put ("Time"+iter, PpvT[iter]): /KW

5tTS'Ch + 5t7"S,dis <1
0<5"<1
0 < 6I54is <1
0< RZS < RTS,max

CP.put ("Tims"+iter, CpT[hour]):
CD.put ("Time"+iter, Sale*CpT[hour]):
CE.put ("Time"+iter, Cs5);

//3smssensy (Kuznetsova et al, 2014)

* grand soleil 1000 W/m2 ;

< I




Complex system modeling

{ Complex system modeling ]

Phenomenological/ Structural/ :
: : Flow Logical
Functional Topological methods methods
methods methods
e.g., Agent Based e.g., Topology- e.g., Flow-based e.g., Risk Analysis
Modeling and based approaches approaches (fault/event trees,
Simulation, System (maximum flow ...), Probabilistic
Dynamic Model, model, ...) Modeling (Markov
Economic-Based Chains, Bayesian

Approaches, ... network, ...)




Integration of Control Theory and Reliability Theory

for the Resilience Analysis of Complex Systems

Case study: Gas-Power interconnected infrastructures

N(90, 5)
* With the dynamics of system states:

(on the buffers and the links)

xtT=Ax+Bu+s
y =Cx+ Du Gas distribution system

 Taking into consideration the
constraints/capacities of nodes and links

» The outputs of system are states of users:

y = [X6:x15»x11:x12:x17]
- DDl’DDZIDLl’DLZ

. 400
\-
N X2

(Nozick et al., 2005)
» Solve the optimization problem in order to ensure the users demands:

J = min(a)D1|x6 - DD1| + wD2|x15 - DD2| + (UL1|x11 - DL2| + wp,|x12 + %17 — Dy, 1),

where wp. , wn., w; ., w;. are the weighting parameters of the users.
Dq1» ™ Dy» % Ly» %L,
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Complex system modeling

{ Complex system modeling ]

Phenomenological/ Structural/ :
: : Flow Logical
Functional Topological methods T
methods methods
e.g., Agent Based e.g., Topology- e.g., Flow-based e.g., Risk Analysis
Modeling and based approaches approaches (fault/event trees,
Simulation, System (maximum flow ...), Probabilistic
Dynamic Model, model, ...) Modeling (Markov
Economic-Based Chains, Bayesian

Approaches, ... network, ...)




Complex system hierarchical modeling

Strategy Planner. Strategy Planner: Vision-based
VCL sequencer PEG server Object Tracker
Waypaints Conilict Waypoints Confiict  Waypaints Conflict
notification notification natificafion

Switching Layer

v !

Coordination
Layer =
Flight mode _
Reference Trajeciory Tracking Error
Stabilization/

Tracking Layer
Cortrod
Input

WVehicle Platform

MNavigation
Sensors




Complex system hierarchical modeling

MCrity
[ Physical characteristics ]: """" ’
Attractiveness | ;

D Crits

[ Possibility of cascading failures ]'

MCrity

A

H Recovery means o cmcsmmmemm—ssE ———
[ Susceptibility to intentional hazards ] . l E.

[ Human preparedness ]:

MC’I‘ltG

e

[ Number of workers ]

[Annual production ]

----- Number of production units ]

_____ Percentage of contribution to the welfare ]

Size of served cities ]

[ Connection distance J

[ Number of installed backup components ]

[ Duration of backup component ]

[ Duration of repair and recovery actions ]

[ External emergency measures ]

[
¢

Safety management ]

Physical size of the system ]

[ Number of accesses ]

Accessibility [ Level of pratection E -------------------------------

~-{ Entrance control

| Surveillance




Conclusions




| Advice...

« Modern information systems will support effective dynamic and timely
safety management activity across a rail network. The future rail safety
manager will review and analyze real time safety information data in a
safety control center acting on alarms with urgent response in the field.
Systems will also support rapid tactical analysis of similar combinations of
weaknesses in safety defenses in rapidly and intelligently filtering
aggregated risk, asset and safety control data to quickl target a broader
response. Such systems will also support robust analysis of investment
options to strengthen the safety control framework where necessary rapdily
developing robust investment caes based on clear analysis of the balance
between cost, performance and safety, to support timely management
decisions. »

European Safety and Reliability Conference (ESREL) Keynote lecture, 27 September 2016
George Bearfield

__Director of System Safety
Rail Safety and Standards Board




Smart grids, Smart Cities and Eco-Industrial

Parks

Application of Internet of Things concept in Smart Cities to Internet of Things in Smart Grids
tackle urban challenges — pollution, energy efficiency, security,
parking traffic, transportations etc.

City Services:
Safety & Security /
mergency Responce

Source: IOT Phillippines INC.




Smart...and complex!

Structural complexity: heterogeneity, dimensionality, connectivity

Dynamic complexity : emergent behavior

Uncertainty: aleatory, epistemic, perfect storms, black swans

Throughput

Safety

Reliability

Maintainability

KPI

Flexibility

Resilience




- Safety/Reliability/Maintainability/
Resilience/Flexibility

« There Is a concern that beyond a certain point,

« smartness » that involves a large number of connections
may also create more vulnerabilities that benefits justify,
The problem is to find an optimum that balances the
benefits of connectivity and the risk of cyber attacks. »

European Safety and Reliability Conference (ESREL) Keynote lecture, 29 September 2016
Elisabeth Pate-Cormell

Professor of Management Science and Engineering, Stanford University




Safety/Reliability/Maintainability/
Resilience/Flexibility

Chart1 BCP concept diagram
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Complex System Modeling and Analysis

(System analysis:

hazards and threats identification
physical and logical structure identification

dependencies and interdependences
identification and modeling

\- failure/resilience dynamics analysis (cascades)/ Q @ g

~N

Complex system
modeling

Quantification of
KPls

Identification

Identification
of critical
elements

\_

design
operation

interdiction/protection

\(Application for system improvements: \

{ _________

|
| ; .
| Topological Flow Phenomenological Logical
: dynamics

-

(

: [ System } [ Critical }
| indicators elements

|

S S S S ——

N—

J

Systems”, Springer, 2011

Systems of systems

W. Kroger and E. Zio, “Vulnerable

[ ——2




~ Complex system modeling

Structural Complexity + Dynamic Complexity

Modeling, Simulation, Optimization and Computational Challenges
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The Big KID




Big Knowledge(ID)
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Big (K)Information(D)
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Big (Kl)Data
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Can the Big KID become SMART for modern
risk assessment?




Complex system modern safety management
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