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Critical infrastructure networks (CINs) are complex systems that provide essential services for
society, including energy distribution, transportation, water supply, and telecommunications. They
are exposed to natural hazards, technical failures, human errors, or malicious attacks, whose
impacts can propagate through interconnected CINs, disrupting multiple services. Infrastructure
managers must decide how to allocate limited resources among fortification, maintenance,
restoration, and mitigation actions to reduce the frequency and duration of service disruptions. This
resource allocation problem is challenging due to the large number of interconnected components,
multiple objectives related to service provision, and significant uncertainty about hazards and
component failures.

This dissertation develops analytical frameworks to support decision-makers, such as system
operators and infrastructure managers, in fortifying and restoring CINs and in selecting mitigation
strategies for illicit supply chains that threaten these systems. The proposed frameworks integrate
probabilistic risk assessment, portfolio decision analysis, and optimization and equilibrium models
to evaluate alternative action portfolios under uncertainty and resource constraints.

First, a framework is developed to identify cost-efficient portfolios of fortification actions for electricity
distribution grids. The framework combines reliability models with portfolio decision analysis while
accommodating partial information on hazard probabilities and preferences about different grids and
reliability indices. Second, multicriteria decision analysis frameworks are proposed to identify critical
components in railway systems and to guide the allocation of resources to portfolios of fortification
actions that improve reliability and resilience across multiple services. The frameworks are equipped
with computational methods to quantify reliability and resilience and determine restoration
sequences that minimize cumulative performance loss from service disruptions. Third, a model
based on mathematical programming with equilibrium constraints is proposed to determine portfolios
of mitigation strategies that reduce trade volume in illicit supply networks while explicitly modeling
the objectives and constraints of the network participants.

The proposed frameworks provide systematic decision support for infrastructure managers, system
operators, and policymakers by identifying cost-effective portfolios of actions that improve the
reliability and resilience of CINs while accounting for incomplete information about relevant
parameters, including hazard probabilities and preferences over multiple objectives. Together, they
contribute to methodological advances in strengthening CINs and mitigating threats that
compromise their operations.
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1. Introduction

1.1 Background

Critical infrastructure networks (CINs) comprise all assets, systems, and
networks that provide essential services for society. These infrastructures
are crucial in modern economies, supporting sectors such as energy, water
supply, transportation, and telecommunications. Due to their roles in the
economy, the environment, and society, CINs are considered key to meeting
the Sustainable Development Goals (SDGs) (Murray, 2019). Specifically,
it has been estimated that CINs influence the attainment of all SDGs,
including 72% of their targets (Thacker et al., 2019).

Natural or human-induced hazards jeopardize the integrity of CINs,
disrupting their components and potentially interrupting the services
they provide. The interconnectedness of CINs amplifies the impact of
disruptions (Rinaldi et al., 2001). For instance, the failure of a counter-
feit microchip can trigger a false positive in protective equipment at an
electrical substation, leading to a power outage that, in turn, paralyzes
transportation systems and disrupts water distribution. As the frequency
and severity of these hazards have increased (Coronese et al., 2019), safe-
guarding CINs and enabling their rapid recovery have become increasingly
important for mitigating the impact of disruptions (Barker et al., 2013).

Fortification and maintenance actions can reduce the failure probability
of components, thereby enhancing the reliability of CIN services, i.e., the
probability that services remain operational throughout a specified time
period under given operating conditions (Rausand and Hoyland, 2003;
Dueinias-Osorio and Vemuru, 2009). Even after implementing fortification
actions, components can still fail. This may occur when the magnitude
of a forecasted event exceeds expectations or when unforeseen hazards
harm the system (Aven, 2015). Moreover, in some cases, the reliability of
components is overestimated, and failures are more frequent than expected
(Zio, 2009).
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Introduction

In practice, the responsibility for overseeing the CINs lies with infrastruc-
ture managers. They design and implement fortification and maintenance
strategies and coordinate restoration efforts after disruptions. As resources
are typically limited, it is instructive to identify which components are
most important to service provision to inform resource allocations for for-
tification, maintenance, and restoration actions (Chu and Chen, 2016).
However, evaluating a CIN’s ability to sustain service provision under
disruptive conditions and identifying which components most strongly
influence this can be challenging, as CINs are typically complex systems
comprising numerous components and providing multiple services.

Moreover, identifying important components is further complicated by
significant uncertainty in relevant parameters, including the occurrence
and magnitude of hazards, their impacts on components, the probability of
technical failures, and future demand for CIN’s services (Zio, 2016). In this
context, probabilistic risk assessment (PRA) is a systematic methodology
for addressing such uncertainties by integrating hazard identification,
scenario construction, and reliability modeling to quantify the probability
and consequences of adverse events (Stamatelatos, 2000).

From a comprehensive perspective, developing a full set of scenarios that
captures all relevant uncertainties may be beneficial. This is especially the
case for safety-critical systems, whose risk analyses are usually required to
be conservative, i.e., the results should err on the side of too much rather
than too little caution (Tosoni et al., 2019). For example, because hazards
may occur jointly, omitting scenarios depicting their joint occurrence would
violate the principle of comprehensiveness, especially if their combined
effects exacerbate the impact on the CIN’s integrity (Salo et al., 2022).

Once the relevant hazards and associated uncertainties have been identi-
fied and their impacts on the CIN quantified, appropriate actions must be
selected to reduce these negative impacts and improve service reliability
and recovery after disruptions. In this context, fortifying multiple com-
ponents or subsystems by choosing a coordinated portfolio of fortification
actions can yield greater overall benefits than implementing individual
actions without accounting for their interactions. By construction, select-
ing such a portfolio constitutes a portfolio decision analysis (PDA) problem
(Salo et al., 2011), as interdependencies among components, resource lim-
itations, and multiple sources of uncertainty must be addressed jointly.
This calls for systemic approaches that integrate engineering models, sce-
nario analyses, and expert judgment within a comprehensive framework
to assess the cost-effectiveness of alternative portfolios.

16



Introduction

Application domains across the publications
1: Electricity distribution grids « -1l Railway systems « V: lcit supply networks.

Figure 1.1. Conceptual framework of the dissertation.

1.2 Research objectives

This dissertation develops frameworks to support decision-makers, includ-
ing system operators, infrastructure managers, law enforcement agencies,
and policymakers, in fortifying, maintaining, and restoring CINs. Pub-
lication I focuses on integrating multiple information sources, including
reliability models and expert judgments, to protect multiple CINs in the
electricity distribution sector. Publication II and Publication III develop
methodologies to enhance the performance of CINs in the railway sector by
improving their reliability and resilience. Finally, Publication IV presents
an interdiction model based on supply chain analysis to reduce the trade
volume of counterfeit microchips that threaten CINs. Although the four
publications are developed in different application domains and decision
problems, they share a common decision-support framework. Figure 1.1
illustrates how probabilistic risk assessment, reliability and resilience
analysis, portfolio decision analysis, optimization, and equilibrium model-
ing are integrated across the dissertation.

Publication I develops a framework by combining reliability models for
distribution grids with elements of PDA. The framework identifies port-
folios of fortification actions that minimize the expected disutility of the
distribution system operator (DSO), quantified by the combined unreli-
ability of a group of distribution grids threatened by combined hazards.
Additionally, the framework accommodates partial information, provid-
ing defensible recommendations even when DSO preferences or expert
judgments are only partially specified.

Publication II combines elements of PRA and PDA to develop a multicri-
teria decision analysis framework that supports the cost-efficient allocation
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of resources to portfolios of fortification actions, aiming to maximize the
performance of the CIN across multiple objectives that represent the differ-
ent services it provides. The framework accounts for resource constraints
and minimum performance requirements on binary objectives.

Publication III combines elements of PRA and PDA to develop a multicri-
teria decision analysis framework that supports the cost-efficient allocation
of resources to portfolios of fortification actions, aiming to enhance CIN’s
reliability and resilience. Additionally, for a given set of disrupted com-
ponents, the framework identifies an optimal restoration sequence that
minimizes the cumulative performance loss resulting from service disrup-
tions.

Publication IV proposes a mathematical programming model with equi-
librium constraints (MPEC) to guide the allocation of resources to alterna-
tive mitigation strategies and, specifically, to construct portfolios of such
strategies that are cost-efficient in reducing trade volumes of counterfeit
microchips in illicit supply networks. The approach can represent different
kinds of illicit supply networks, including those in which participants have
different objectives and constraints, and in which policymakers can adjust
the effectiveness of multiple mitigation strategies through decisions on
resource allocation.

18



2. Methodological background

This chapter outlines the methodological foundations of the dissertation.
Section 2.1 introduces key elements of decision theory, with emphasis on
PDA, which is employed to support the selection of alternative portfolios
under resource constraints. Section 2.2 provides an overview of PRA and
discusses how it can be used to quantify system reliability. Section 2.3
discusses complementarity problems and highlights the advantages of
MPECs in modeling situations involving multiple interacting decision-
makers.

2.1 Decision theory

In this dissertation, the performance of a CIN with respect to criterion
j (e.g., the successful provision of a service or the reliability of the CIN)
is measured by a criterion-specific utility function u; : X — R, where
X is a discrete space of consequences for this criterion. Moreover, to
account for uncertainty in hazard realizations and component failures,
the consequences = € X are modeled as realizations of random variables.
For example, when evaluating the availability of a connection j in a CIN
consisting of n components, v = (x1,...,z,) € X denotes the CIN state,
where each component state satisfies x; = 0 if component ¢ is disrupted
and z; = 1 if it is operational. The function u;(-) then maps each possible
CIN state to 0 or 1, depending on whether connection j is available in that
state.

The utility functions u;(-) can be aggregated with the additive multicri-
teria utility function in Eq. (2.1) if criteria are mutually preferentially
independent and each criterion is additively independent (Dyer and Sarin,
1979). Specifically, in the utility function

u(z,w) = ijuj(a:) € [0, 1], 2.1)
j=1

19



Methodological background

the weight of the criterion w; € [0,1], j = 1,...,m can be interpreted as the
marginal contribution to overall utility when the j-th criterion changes
from its worst to its best level. Following the usual convention, these
weights are normalized so that 3" | w; = 1.

Under the expected utility paradigm, a rational decision-maker selects
among alternative actions in order to maximize expected utility. Eval-
uating actions in isolation does not reveal how different combinations
interact or jointly contribute to maximizing expected utility. In this con-
text, PDA methods support decision-makers in making informed choices
among alternative actions by evaluating portfolios of those actions (Salo
et al., 2011; Mancuso et al., 2019). Accordingly, portfolios that maximize
the decision-maker’s expected utility can be obtained by solving

e Bfu(m, ) | o] = mex 30| o) u(orw) 22)

where p(z | a) denotes the probability of consequence = given portfolio
a. Here, z denotes the number of available actions, and a € A C {0,1}*
denotes a feasible portfolio of actions, where a; = 1 if action ¢ is selected
and a; = 0 otherwise. In practice, the feasible set of portfolios A is defined
by constraints that reflect limited resources, technical requirements, or
logical dependencies among actions.

2.1.1 Partial information

The weights in Eq. (2.1) can be obtained through structured elicitation
procedures, such as those proposed by (Dias et al., 2018). However, informa-
tion about weights and other model parameters, including the probabilities
of scenarios depicting hazard occurrences, is not always readily available.
For example, decision-makers may need to account for priorities across
multiple criteria or consult a large group of stakeholders whose preferences
do not reach consensus. In other cases, several experts may be consulted
to elicit estimates of scenario probabilities or other relevant parameters.
Retaining the full range of these assessments within the analysis can
be more informative than aggregating them into, for example, a single
probability vector. In response to this recognition, and to provide decision
support even when complete information is unavailable, the analysis can
be conducted over a set of feasible parameter values rather than relying
on point estimates. These sets represent partial information that can be
synthesized using PDA methods (Liesié and Salo, 2012).

An information set S consists of all the weights that are compatible with
the elicited preference statements (Salo and Hamaéaldinen, 1992). These
statements can be elicited by asking the decision-maker to express their
views on the relative importance of the criteria. Thus, for example, if
criterion 1 is at least as important as criterion 2 but not more than two

20
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wl/ wl/u“' wl/

Figure 2.1. Three illustrative information sets (shaded in purple) for the weights w1, w2,
and ws.

times more important, the constraint wy, < w; < 2w holds. As most
types of such preference statements correspond to linear constraints, the
resulting information set S is given by

m
S={weR™[Aw<b} CoweR™ [w; >0Vj, Y wj=1p, (2.3)
j=1

where the matrix A € R¥*™ and the vector b € R* contain the coefficients
obtained from k preference statements. Figure 2.1 illustrates three infor-
mation sets that represent different levels of information regarding the
preferences over three criteria. The set on the left is referred to as a non-
informative set, since it represents the absence of preference information,
or equivalently, it contains no preference statements. In this case, the
feasible weights consist of all convex combinations of (1,0,0), (0,1,0), and
(0,0,1). The set in the middle incorporates partial information about the
preferences, thereby restricting the admissible weight vectors. Finally,
the set on the right represents complete preference information, since the
feasible region is a single point, yielding a unique weight vector. Although
information sets are described here in terms of preferences over criteria,
they can also be extended to accommodate partial information about other
parameters.

2.1.2 Non-dominated portfolios

When complete information about probabilities and preference weights
is available, the expected utility E[u(z, w) | a] is uniquely defined. Since
the objective is to maximize expected utility, portfolios can be ranked
accordingly.

Definition 1. Under complete information, a portfolio a € A is optimal if
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and only if Elu(z,w) | a] > E[u(z,w) | '], Vd' € A

Under partial information, E[u(z, w) | a] varies depending on the weights
w, and therefore analytical concepts are required to derive defensible
recommendations. In such cases, portfolios can be compared using the
concept of dominance to identify those that outperform others across a
range of feasible weights.

Definition 2. Let a,a’ € A. Portfolio a dominates o' with respect to the
information set S, denoted a s d, if and only if E[u(z,w) | a] >
Elu(z,w) | ¢'] Vw € S, and the inequality is strict for at least one w € S.

A rational decision-maker who seeks to maximize expected utility should
therefore restrict attention to non-dominated portfolios. The set of non-
dominated portfolios depends on both the information set S and the feasi-
bility constraints defining A.

Definition 3. A portfolio a € Ais non-dominated with respect to S if and
only if there is no a’ € A such that a’ ~s a.

When multiple non-dominated portfolios exist, the core index can inform
decisions about individual actions (Liesié et al., 2007). Let Ayp C A
denote the set of non-dominated portfolios. The core index of an action i is

cr(i) = 12€ A&ZL“" = Ul (2.4)

where | - | denotes the cardinality of the set. The core index (2.4) measures
the proportion of non-dominated portfolios in which action i is selected. An
action with a core index of 1 can be recommended because it is in every
non-dominated portfolio. If the core index is 0, the action can be discarded.
If the specification of the partial information becomes more conclusive
in the sense that the updated information set becomes a proper subset
of the initial one, some previously non-dominated portfolios may become
dominated, but no new non-dominated portfolios will be found. Therefore,
refining the information set helps to make decisions about the remaining
actions.

2.2 Probabilistic risk assessment

PRA is a comprehensive and structured methodology for assessing risks in
complex systems. By accounting for temporal variability and uncertainty,
it estimates the likelihood and consequences of hazards affecting the sys-
tems, thereby supporting cost-efficient improvements in system safety
and performance (Stamatelatos et al., 2011). Several PRA methods are
based on related representations; for example, reliability block diagrams
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Figure 2.2. Illustrative reliability block diagram of a system with five components.

(RBDs) can often be transformed into fault trees or Boolean expressions,
and vice versa. In what follows, selected concepts for estimating system
reliability and determining potential restoration sequences are presented
in the context of RBDs, as this representation is used mainly in this dis-
sertation. Nevertheless, the same concepts can be extended to other PRA
representations.

RBDs represent how the reliability of components or subsystems con-
tributes to the overall reliability of a system (Kim, 2011). The diagram
consists of blocks representing components or subsystems, with an asso-
ciated failure probability or other reliability-related parameters. These
components are typically represented as binary states, i.e., operational or
disrupted. The system’s reliability can be determined by the configuration
of the blocks (i.e., how they are connected) and their individual reliabili-
ties. Specifically, for the system to be operational, there must be a path of
operational blocks from left to right. For example, in the RBD illustrated
in Figure 2.2, if components a and ¢ are operational, there is a path of
operational blocks, and therefore the system is operational.

In risk assessments, the system reliability is commonly quantified through
the probability of system failure. Given the structure of an RBD, the system
failure probability can be expressed as a function of the component failure
probabilities. However, for large or structurally complex diagrams, evalu-
ating these expressions can be computationally demanding, particularly
when the RBD contains repeated components or configurations that are
neither in series nor in parallel. To address these challenges, approxima-
tion methods, including minimal cut set based truncations (Sharafat and
Ma’rouzi, 2009) or Monte Carlo simulations (Zio, 2013; Ramirez-Marquez
and Coit, 2005), can be used to estimate the system failure probability.

2.2.1 Minimal cut sets

A cut set is a set of components (or blocks in the RBD) whose joint failure
causes the entire system to fail. For example, in the RBD shown in Figure
2.2, the set of all components {a,b,c,d, e} constitutes a trivial cut set,
because the simultaneous failure of all components causes the system
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[0 [ [

Figure 2.3. Minimal cut set representation of the RBD in Figure 2.2.

to fail. On the other hand, a minimal cut set (MCS) is a cut set that
contains no proper subset that is itself a cut set. In the previous example,
{a,b,¢,d, e} is not minimal because it contains {b, c}, which is already a cut
set. In contrast, {b, c} is an MCS because none of its proper subsets, {b} or
{c}, cause the system to fail.

The minimal cut set representation of a system consists of a series
connection of its MCSs. For the system in Figure 2.2, this representation is
shown in Figure 2.3. Using the minimal cut set representation, the system
failure probability P(Sys) can be approximated by the failure probabilities
of its MCSs. Let ¢; denote the failure probability of component i. Because
the components within an MCS must fail simultaneously for the MCS to
fail, and assuming that failures are independent of each other, the failure
probability of an MCS k is

pMCsy) =[] @ (2.5)
ieMCS,

Since the system fails if any of its MCSs fail, the system failure probability
can be approximated from above by summing the probabilities of all MCSs
ke K,ie.,

P(Sys) = > P(MCSy,). (2.6)
keK

The right-hand side of (2.6) does not consider higher-order terms associ-
ated with the simultaneous failure of multiple MCSs. This approximation
is commonly referred to as the rare event approximation because the omit-
ted terms correspond to joint events with very low probability when the
component failure probabilities are small. The rare event approximation
provides an upper bound on the system failure probability.

24



Methodological background

Figure 2.4. Minimal path set representation of the RBD in Figure 2.2.

2.2.2 Minimal path sets

A path set is a set of components whose simultaneous operation is suffi-
cient to guarantee system operation. For example, a trivial path set for
the system represented by the RBD in Figure 2.2 is the set of all compo-
nents {a,b, c,d, e}, since if all components are operational, the system is
operational.

A minimal path set (MPS) is a path set that does not contain any proper
subset that is itself a path set. That is, removing any component from
an MPS results in a set that no longer guarantees system operation. For
example, {a, c} is an MPS since it guarantees system operation, whereas
neither {a} nor {c} does. This is because if components a and ¢ are both
operational, there is at least one functioning path in the system, while
neither a nor ¢ alone can guarantee that. As with MCSs, the system’s
reliability can be computed from the reliabilities of the MPSs. Moreover,
because each MPS contains a sufficient set of components for system
operation, MPSs can be used to identify which components to restore first
to recover services as quickly as possible after disruptive events.

2.3 Complementarity problems

Complementarity problems are powerful tools for modeling markets be-
cause they can represent situations in which one or several decision-
makers (or players) interact while optimizing their respective objectives. In
the following, the most relevant models for this dissertation are described.
For comprehensive reviews, refer to Ruiz et al. (2014) and Gabriel et al.
(2012).

In the basic form, the complementarity problem is to solve for a vector
of variables z such that f(z) > 0,z > 0 and f(z)"z = 0, where f(z) is a
vector-valued function of the same length as z. Using the perp symbol L,
this is typically written in a more compact form as,

0<x L f(z)>0 2.7

25



Methodological background

Complementarity problems are closely related to optimization problems
in that they can represent the conditions for an optimal solution without
explicitly minimizing or maximizing an objective function. For example,
let us consider a set of players P, indexed by i = 1,..., I, each optimizing
its decisions to minimize losses. Each player i solves a problem of the
following general form

min  f;(x) (2.8a)
s.t. gi(xi) < 0: j2% (28b)
—x; <0: 85, (2.8¢)

where x; € R™ is the vector of decision variables of the player i, and = € R"
is the vector of decision variables of all players, with n = 25:1 n;. The
player i’s objective function f; : R™ — R depends not only on the player’s
own decisions, but also on those of the other players. The inequality
constraints g; : R™ — R™: depend only on the decisions of player i. The
dual variables associated with the inequality constraints g; and the non-
negativity constraints are contained in the vectors p; € R™ and 3; € R™,
respectively.

Assuming that the functions f; and g; are continuously differentiable, the
Karush-Kuhn-Tucker (KKT) conditions associated with the optimization
problem (2.8) can be expressed as the equivalent mixed complementarity
problem (MCP) (Gabriel et al., 2012),

0 <z; L Vg, fi(z)+ M?Vzigi(xi) >0 (2.9a)

0 < —gi(w;) L p > 0. (2.9b)

If the functions g; and f; are convex and a suitable constraint qualification
(e.g., Slater’s condition) holds, the KKT conditions are necessary and
sufficient for optimality (Bertsekas, 2016). Therefore, solving the MCP
(2.9) is equivalent to solving the optimization problem in (2.8).

2.3.1 Nash equilibrium

A Nash equilibrium (Nash, 1951) is a combination of decisions by two or
more players such that no player can improve its objective by unilaterally
modifying its decision. In the context of the optimization problems defined
in (2.8), if the I players compete in a non-cooperative setting, a Nash
equilibrium can be characterized as a solution of the system formed by the
KKT conditions of all players. Under convexity and regularity assumptions,
this is equivalent to finding = such that the MCP (2.9) is satisfied for all
i=1,...,1.
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2.3.2 Spatial price equilibrium

Spatial price equilibrium (SPE) formulations were originally developed to
describe markets in which homogeneous commodities are traded among
participants or regions (Samuelson, 1952). These models explain regional
variation in commodity prices driven by transportation costs and capacity
constraints. In equilibrium, supply, demand, and trade volumes are deter-
mined so that no market participant can increase its profit by unilaterally
changing production, consumption, or shipment decisions.

There are several variations of the SPE that differ in the linearity of
the underlying functions, the types of competition, and the number of
commodities, among others. For example, Harker (1986) considers a set
of regions r € R, each with supply function s,(p,) and demand functions
d,(pr), which depend on the price p,. Assuming no shipment losses, the
balance constraint

se(pr) + Y Tar =dp(p) + > Tps, VrER (2.10)
sER seR

must hold. In (2.10), z,; denotes the quantity shipped from region r to
region s, and ¢,; denotes the unit transportation cost. From an economic
perspective, a shipment from region r to region s occurs only if the price
difference (ps — p,-) equals the transportation cost. This can be written as
the following complementarity conditions,

0<xps Lpr+cs—ps >0, Vr,seR. (2.11)

The balance constraints in (2.10) together with the complementarity
conditions in (2.11) define an MCP whose solution characterizes the SPE.
The MCP characterizing the Nash equilibrium was derived from the KKT
conditions of an optimization problem. As shown by Gabriel et al. (2012),
there may be no optimization problem whose KKT conditions are equiv-
alent to an SPE. Therefore, equilibrium models are more general than
optimization models, in that they cannot always be derived from the KKT
conditions for optimization problems.

2.3.3 Mathematical programming with equilibrium constraints

MPECs are optimization problems in which the feasible set is defined by a
combination of constraints and equilibrium conditions, often expressed as
complementarity problems (Luo et al., 1996). These formulations provide
a framework for modeling hierarchical decision problems, such as Stack-
elberg games (Yang et al., 2007), in which an upper-level player (leader)
optimizes its objective while the decisions of one or more lower-level players
(followers) are determined by an equilibrium problem whose parameters
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depend on the leader’s decisions.

In the formulation (2.12), the leader optimizes its decisions y to mini-
mize its objective function f”(x,y). The constraint EP(z | y) represents
the equilibrium problem of the followers, with respective decisions x, and
whose equilibrium conditions depend parametrically on the leader’s deci-
sions y. For example, this equilibrium problem may be formulated as the
MCP (2.9) obtained from the KKT conditions of followers : = 1,..., I or the
SPE in (2.10)-(2.11).

min  fX(z,y) (2.12a)

Y,

st. yeY (2.12b)
EP(x|y). (2.12¢)
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3. Contributions

This dissertation develops frameworks and computational algorithms to
support decision-makers, such as system operators, infrastructure man-
agers, and policymakers, in making decisions on the fortification, mainte-
nance, and restoration of CINs, as well as on mitigation strategies for illicit
supply networks that may harm them. Publication I develops a framework
to integrate reliability models with partial information on preferences
across criteria and on the probabilities of hazard scenarios to identify port-
folios of fortification actions. Publications II and III integrate elements of
PRA and PDA to prioritize the fortification of CIN components to enhance
reliability and resilience with respect to the multiple services provided
by the CIN. Publication IV develops an MPEC formulation to identify
portfolios of mitigation strategies to curb trade volumes in illicit supply
networks. The contributions are summarized in Table 3.1.

3.1 Publication |

Several models have been proposed to identify fortification actions to maxi-
mize the reliability of electricity distribution grids. Nevertheless, most ap-
proaches focus on a single grid and consider only a small set of fortification
actions and hazards at a time, thereby neglecting potential interactions
among them. DSOs typically oversee several grids, and the resources
devoted to protecting them are drawn from a common pool. Moreover,
fortification actions may enhance the reliability of multiple grids, whereas
hazards can simultaneously threaten them. In addition, some actions are
more effective against specific hazards. Therefore, from the managerial
perspective, integrating multiple grids, hazards, and fortification actions
helps identify fortification portfolios that balance investment levels and
reliability improvements.

Because hazards may occur jointly, omitting scenarios that depict such
joint occurrences can lead to an overestimation of the reliability of dis-
tribution grids, especially when combined hazards exacerbate negative
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impacts. On the other hand, assigning precise probabilities to scenarios
can be challenging, particularly for extreme events or scenarios involving
multiple hazard realizations with poorly understood correlations.

Publication I develops a framework to determine cost-efficient portfolios
of fortification actions that improve the reliability of multiple distribution
grids by minimizing several reliability indices. Moreover, by accommo-
dating partial information, the framework provides recommendations for
fortification portfolios that perform well across all admissible parameter
realizations when complete information from sources such as reliability
models, preference elicitation processes, and expert judgments is unavail-
able.

3.2 Publication Il

Identifying critical components based on their contribution to the CIN’s
performance is essential for prioritizing fortification, coordinating mainte-
nance activities, and replacing components as needed. Many approaches
prioritize which components to fortify based on topological metrics, i.e.,
metrics that depend only on the positions and connections of components
in the CIN. However, a limitation of topological metrics is that they are not
necessarily aligned with the CIN’s objectives and typically do not account
for component failure probabilities.

Publication II develops a general assessment approach and accompany-
ing search algorithms to assess the importance of components in a CIN,
accounting for component failure probabilities, multiple objectives asso-
ciated with the services enabled by the CIN, and minimum performance
requirements for these objectives. These assessments of component im-
portance are subsequently used to recommend fortification actions that
improve the CIN’s expected performance. The framework is illustrated by
a case study on the fortification of railway switches at a representative
railway station to improve the reliability of its connections.

3.3 Publication Il

Several approaches have been proposed to enhance the reliability and re-
silience of CINs, particularly in transportation systems exposed to disrup-
tive events. Fortification actions implemented to protect CIN’s components
can affect both reliability and resilience, although not necessarily to the
same extent. Specifically, by reducing component failures, these actions
can reduce service disruptions and the associated expected cumulative
performance loss, thereby enhancing reliability and resilience. Previous
studies have usually focused on enhancing reliability and resilience sepa-
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rately or relied on topological metrics that do not explicitly account for the
services provided by the CIN or the preferences of infrastructure managers
regarding those services. There is therefore a need for decision-support
frameworks that jointly assess the impact of fortification actions on relia-
bility and resilience while accounting for multiple services and stakeholder
preferences.

Publication III develops a multicriteria portfolio decision analysis frame-
work to identify Pareto optimal portfolios of fortification actions that en-
hance the reliability and resilience of CINs. Since computing reliability
and resilience can be computationally intensive, the framework quantifies
them using the aggregated service reliability and the expected cumula-
tive performance loss due to service disruptions. In addition, Publication
ITI develops an algorithm to determine optimal restoration sequences for
disrupted components, thereby minimizing the expected cumulative perfor-
mance loss after disruptive events. The framework is illustrated through a
case study of the fortification of railway switches at a representative rail-
way station in Finland, demonstrating how infrastructure managers can
support decisions on fortification and restoration planning under multiple
objectives and operational priorities.

3.4 Publication IV

Optimization approaches, particularly bilevel formulations, have been
widely employed in interdiction problems. However, when applied to
supply network settings, these approaches typically treat prices as ex-
ogenous parameters rather than modeling the price formation through
supply—demand interactions. In contrast, equilibrium models can incor-
porate functional forms for demand and supply and, as a result, have
been widely used to model supply networks. Recently, several approaches
based on equilibrium models have been proposed to analyze illicit supply
networks and identify mitigation strategies to reduce their trade volume.
Nevertheless, most of these approaches rely on sensitivity analysis over a
discrete, and usually small, set of strategies.

Publication IV develops an MPEC formulation to determine portfolios
of mitigation strategies that most effectively reduce the trade volume
of counterfeit microchips in an illicit supply network. The formulation
combines a well-founded supply network equilibrium model that accounts
for participants’ objectives and constraints with a classical SPE structure
to represent trade volumes and endogenous price formation.
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Table 3.1. Summary of publications.

Publication | Objectives Methodologies Results

I To explore the Partial A framework which
integration of Information, combines reliability
reliability models Decision models and partial
with PDA in the Programming, information about expert
identification of Portfolio judgments and DSO
fortification Decision preferences to determine
portfolios for Analysis cost-efficient portfolios of
distribution grids. fortification actions that

maximize expected utility,
subject to implementation
costs.

II To identify the Probabilistic A multicriteria portfolio
components that Risk optimization approach for
contribute the most Assessment, identifying cost-efficient
to the attainment of Search portfolios of fortification
transportation Algorithms, actions while accounting
objectives of a Portfolio for multiple connections
railway station, Decision and possible minimum
measured by the Analysis reliability requirements
reliability of the on individual connections.
connections that
the station enables.

111 To identify Optimization, A multicriteria decision
fortification Probabilistic analysis framework to
portfolios that Risk support the cost-efficient
enhance the Assessment, allocation of resources
reliability and Search toward Pareto optimal
resilience of railway Algorithms, fortification portfolios to
stations. Portfolio enhance the reliability

Decision and resilience of railway

Analysis stations. An algorithm to
determine optimal
restoration sequences for
minimizing the railway
station’s performance loss.

v To explore the Spatial Price An MPEC formulation to

application of
equilibrium models
in determining the
portfolios of
mitigation
strategies that most
reduce the trade
volume in illicit
supply networks.

Equilibrium,
Mathematical
Programming
with
Equilibrium
Constraints

determine portfolios of
mitigation strategies that
most effectively reduce
trade volume in illicit
supply networks.
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4. Discussion

This dissertation develops frameworks and computational algorithms to
support decision-makers in fortifying and restoring CINs and in mitigating
illicit supply networks that may harm them. Publications I, II, and III
focus on methodological advances to strengthen CINs by analyzing multiple
hazards and performance objectives. These publications integrate PRA and
PDA to support the selection of fortification portfolios and the restoration of
disrupted components. Publication IV develops an optimization framework
to determine mitigation strategies for illicit supply networks that can harm
CINs.

CINs typically provide multiple services to stakeholders in society. When
determining which components or services should be prioritized for forti-
fication and restoration, it may be difficult to reach consensus, as stake-
holders may assign different levels of importance to the different services
(Aven and Renn, 2010; Keeney et al., 1993). Moreover, CIN performance
is typically estimated across several scenarios representing different op-
erational conditions or hazards, the probabilities of which can be highly
uncertain. Publication I demonstrates how a systemic framework helps
derive defensible recommendations for fortification portfolios while explic-
itly accounting for partial information about scenario probabilities and
preferences over multiple criteria. This framework can also be extended to
support proactive decision-making, in which decisions not only mitigate the
impact of hazards but may also influence their probabilities (Vilkkumaa
et al., 2018).

The frameworks presented in Publications IT and III were applied to a
representative railway station, demonstrating their practical relevance.
Infrastructure managers can use these frameworks to support the plan-
ning of maintenance, fortification, and restoration strategies. For instance,
by identifying which components contribute most to the reliability of the
services provided by the CIN, the frameworks can support maintenance
planning based on current demand for those services and the probabilities
of component disruptions. They can also support the allocation of mon-
itoring resources by identifying the components most critical to service
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provision. Furthermore, if maintenance budgets are reduced, the frame-
works can help determine which maintenance actions can be postponed
with the smallest deterioration in the performance of the CIN.

Although the case studies in Publications II and III focus on a single
railway station, the modeling approach can be extended to study larger
systems comprising several layers of interconnected networks. Advances
in this area can be pursued by building hierarchical models (Gémez et al.,
2013; Baiardi et al., 2009) that, for example, subdivide the regional or na-
tional railway network into nodes representing railway stations, connected
by railway tracks that correspond to edges. In this setting, cost-efficient
portfolios of fortification actions at the station level can be aggregated to
explore how resources should be allocated more generally to best contribute
to the network’s overall performance.

Using binary variables to model disruptions assumes that CIN compo-
nents are operational or disrupted. To model different levels of component
functionality more comprehensively, multi-state variables can be intro-
duced to capture intermediate states, for example, allowing components
to operate at reduced capacity rather than being simply operational or
disrupted (Yingkui and Jing, 2012). A potential challenge with multi-state
variables is that the number of CIN’s states, defined as combinations of
components’ states, grows quickly (e.g., if there are three rather than two
states at each component in a CIN with n components, the number of CIN’s
states grows from 2" to 3™).

While numerous analytical models have been developed in the context of
illicit supply networks, their adoption by decision-makers has been limited.
These models are rarely used to guide mitigation strategies because they
do not adequately reflect the structure of illicit networks or the resource
constraints faced by decision-makers (Price et al., 2022). For example, opti-
mization approaches are often limited in their ability to model endogenous
price formation (Murphy et al., 2016). In contrast, equilibrium models are
well suited to integrating functional forms for demand and supply that
determine prices endogenously, thereby providing greater flexibility to
represent situations involving multiple participants (Gabriel et al., 2012).
Publication IV shows how equilibrium models, particularly MPEC formu-
lations, can be used to identify portfolios of mitigation strategies to reduce
trade volumes in illicit supply networks. The formulation accounts for
different structures of illicit supply networks and several mitigation strate-
gies, and therefore can be applied to a wide range of contexts. However,
the current formulation cannot yet account for the presence of different
hierarchical structures within illicit supply networks. To account for more
complex structures, one possible extension is to develop additional equilib-
rium models, such as equilibrium problems with equilibrium constraints
(EPECs) (Ruiz et al., 2014). EPECs can model more complex situations,
such as cases in which illicit traders are motivated not only by profit, but
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also by competition with law enforcement agencies. Nevertheless, EPECs
are generally harder to solve than MPECs due to the non-convexity of
their feasible region, which may require the development of more efficient
algorithms (Leyffer and Munson, 2005).

The illustrative cases presented in this dissertation consider a single
CIN type each. Although the framework proposed in Publication I can
be extended to account for interdependent CINSs, such an extension can
be challenging. First, the interdependencies among infrastructures must
be explicitly modeled, including physical, cyber, geographic, and logical
dependencies (Rinaldi et al., 2001; Buldyrev et al., 2010). For example,
accounting for cascading failures across networks can lead to more complex
models. Second, CINs often operate on different temporal scales. For
example, an electrical failure in a distribution grid can propagate within
seconds, whereas disruptions in transportation or water systems can take
longer to affect other systems. Integrating such heterogeneous time scales
into a single framework requires accurate modeling of dynamic interactions
and restoration processes (Pant et al., 2014; Ouyang and Wang, 2015).
Third, CINs may be overseen by multiple decision-makers with potentially
conflicting objectives and information asymmetries (Rangrazjeddi et al.,
2024).

Building on the above discussion, future research can extend the meth-
ods presented in this dissertation in several directions. Accounting for
interdependent CINs remains an important avenue, requiring appropriate
modeling of potential physical, cyber, and administrative dependencies, as
well as the representation of failures propagating across CINs operating
on different time scales. In addition, incorporating multi-state compo-
nent representations would enable a more detailed characterization of
CIN performance, but these representations can increase computational
time, which calls for the development of approaches, such as decomposition
methods, to solve the models in a reasonable time.

Further developments in equilibrium-based models of illicit supply net-
works are needed to account for hierarchical settings, such as those in
which illicit traders compete with law enforcement agencies. In this con-
text, exploring cross-disciplinary approaches can help develop more realis-
tic representations of network structure, participant behavior, and the im-
pacts of mitigation strategies. Finally, closing the gap between methodolog-
ical developments and their practical use is a challenge. Future research
can focus on developing methodologies to collaborate with decision-makers,
improve transparency, and promote the adoption of decision-support tools.
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